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Cyber security challenges for HHS agencies

I

e Lack of understanding and clarity in communication about the level of
risk and business impacts to the business stakeholders.

* Addressing fraud, waste and abuse requires enhanced cyber security
measures and information sharing of incidents among agencies.

* Budget lags behind similar private-sector enterprises — absence of
information security budget or grants at HHS agency level.

* Shortage of highly skilled cyber security state workforce.
* Most of us have security standards, but the challenge is in execution.

* Increased use of business partners, third party providers and cloud
computing; limited agency control and influence on how they protect
agency data

e Increasing cyber threats and organized cybercrime.
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Common Challenges to any HHS agency and PA – DPW had (& continues to have similar challenges):



We don’t articulate risk well to the business stakeholders 

 Fraud, waste and abuse reduction is a major business initiative – actions related to prevention/deterrence and auditability and accountability , require enhanced security controls

 Budget – 

 lack of skilled work force

 we have the security standards and try to impose them on our developers and projects; challenge is in the availability of process, technology and people aspects to execute them.

 threat landscape has changed; reports of agencies being held to ransom demands are real

 




DPW adapts to evolving Security and Privacy

challenges

Business Driver:
Worker oriented
services

= Access
Management

Technology
Enabler:
=Mainframe security

—————1990s

Program Support
Requirements

Business Driver:
Web enablement

& self service

Web Access
Management
Delegated User
Administration
Citizen Self-service
Business Partner
Self registration

Technology Enabler:
=CA Site Minder
=CA Identity Manager
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Business Driver:

s\Waste, Fraud, & Abuse
sHealth care reform
*HITECH Act

SOA Security
Virtual Servers
Risk Framework
Vulnerability
Management

Privacy and Data
Protection

Security Incident and
Event Management
(SIEM)

Technology Enabler:
=SOA Security Manager
=RSA enVision (SIEM)
*HP Web Inspect
=Imperva Firewall

2000-2010 |

IT Risk and Compliance
Management

Third Party Security
Management
Information Asset
Management

Automated User
Provision

Data Loss Prevention
(DLP)

Enterprise self-
registration service

Technology Enabler:

*Risk Management COTS
=Data Leakage Prevention
COTS

=IBM Tivoli Identity Manager
=Electronic signatures

2010 and beyond
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Key theme – opportunities exist; identify them and bundle security projects as part of business initiatives 

 DPW had similar challenges during the last decade as we embarked on a journey of moving towards open systems  

 Security was easy when all data was on the mainframe and workers were the only ones to access data, through a mainframe based security enforcement

 When the Department embraced web enablement and started building multiple applications, the need for an enterprise identity and access management system emerged: we used the opportunity to lay the foundation of an enterprise IAM, that is part of our enterprise architecture today

 As the threat web enabled applications started serving and the threat landscape changed, it was necessary to implement additional security – more than the traditional anti-virus and firewalls; the vulnerability testing provided a great opportunity to get the business involved in dealing with the risks

 Once business was engaged, it became important for us to better articulate security risks – not every security issue is a “sky falling down” issue. We had an opportunity to mature our risk management…

 The Department is now looking at another opportunity of reducing waste, fraud and abuse as the driver for additional security measures.
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Our first opportunity from system
modernization and web enablement

Challenge

Multiple open applications
stemming from ONE
mainframe — leads to
handling of multiple user
credentials
Administrators challenge
in managing access of
many credentials to many
systems

Inconsistent security
developed independently
for each system

Citizen and business
partner online service.

Enterprise Identity and Access Management

Opportunity

“Keystone key” —
seamless access to multi-
agency applications

Role based access control
Centralized and
Delegated user
administration

User self-service
Automated user
provisioning from the HR
system

SOA security
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Benefits

Reduced sign-on
Consistent security
implementation for custom
applications

Increased business partner
and citizen usage
Centralized user
management

Reduced overhead from
delegated administration
Shared user repository with
other agencies

User provisioning during
onboarding
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 Mainframe to open systems and web enablement – provided an opportunity to implement an enterprise IAM system…



 What DPW implemented has grown beyond one agency – to address the business need of providing seamless citizen access to multiple applications using a single set of credentials – “Keystone Key” – users register once and access applications across agencies.

 Streamlining user administration provided the most compelling benefit from the implementation of the IAM solution…

 today we have more than 50 applications use it; we perform 80k authentications and 






Evolving risks from web enablement of HHS

systems — An opportunity to manage

, , — pennsylvania
Business stakeholders understand security vulnerabilities DEPARTMENT OF PUBLIC WELFARE

Challenge Opportunity Benefits
 Increased threat on « Secure Development Life  Protect the Application layer
application layer cycle with manual
vulnerability testing * Gain citizen trust in DPW’s
* Emerging risks from online applicant services
web enablement of « Web Application Firewall
HHS systems » Develop secure citizen
* Fine grained access centric web solutions from
* Rise in Web-based controls early detection and
vulnerabilities mitigation of vulnerabilities
» Centralized audit log
* Usage of SSL and management and « Identify potential violations
perimeter defense is monitoring using Security through log correlation
insufficient. Information & Events using SIEM solution.

Monitoring (SIEM).
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Key points



Changing threat landscape was a new challenge; performing vulnerability testing on applications that were in production gave us an opportunity to better engage program stakeholders.



Business stakeholders start understanding and taking ownership of technology security risks – we saw that once engaged they were taking a conservative approach to risk.



Vulnerability consensus meetings make business stakeholder take risk-aware decisions on vulnerability mitigation



Manual vulnerability testing helped us identify vulnerabilities within the business processes within the applications – such vulnerabilities cannot be identified by automated scans.



Benefit – Engaging program stakeholders helped get traction to our initiatives… today, if we need to implement a new security measure or perform a privacy impact analysis, we can go to them asking for funds. For instance, we developed a PII catalog for the major applications – that has been used many times since it was developed.




The need to mature security risk

Mmanagement

Enterprise Risk Management
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Challenge

* Need to better
communicate and
manage risk with the
program managers

* Reactive risk
management
through external
Federal/State audits

e De-centralized audit
and risk
management

Opportunity

» Security Risk Framework:
Correlated more than 4000
requirements from more
than 140 Federal and State
regulations to less than 360
integrated requirements

* Operationalized and
automated Security Risk
Framework

* Risk Impact Scale helps
determine impacts of
security incidents.
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Benefits

Proactive identification and
management of security risks

Better prepared for external
audits through periodic
internal assessments

Assess once, address
multiple legal and regulatory
requirements

Effective prioritization of
remediation initiatives, audit
findings or security needs.
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Helps us better articulate security risks to the program stakeholders based on impact and likelihood of occurrence;



Identification of security risks only from external audits (Federal and State)

One of the ancillary benefit was the ability to better handle on Federal, state regulations and audits.

Helps DPW to be well  prepared for external audits and follow through on corrective action plans

Helps prioritize budget and resources based on risk impact




pennsylvania

DEPARTMENT OF PUBLIC WELFARE

Common Support
* Database Administrators

+ Middleware ~' eCIS

+ Configuration

Management Specialists
« Security Specialists - g

* Operations

THE COMPUTERWORLD
HONORS PROGRAM

pennsylvania

Pemnayivanio's Erdevpeise o Link Informabior
Jor Childewn Arroas Networis

CAPS uiscio .

RECOGNITION
Common Platform @ AWARDS 2009
- Configuration .
» Database ® g
+ Middleware 3
» Secunty

+ Knowledge Management
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Sharing resources across the enterprise for various projects in a shared service model, helps maintain consistent security implementations with improved efficiency.
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DPW’s challenges in 2012 and beyond...
e

 Reduce fraud, waste and abuse - Implementing strong
authentication controls such as Smart card and biometric solutions to
deter fraud and increase accountability

Enterprise Data Loss Prevention to establish continuous
monitoring of flow of citizen personal identifiable information (PII)
and prevent loss of citizen data

s Embrace cloud computing through proactive identification and
mitigation of security/privacy risks
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